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POST-QUANTUM CRYPTO FOR EMBEDDED DEVICES?

HOW TO PREPARE FOR Outline

nnnic A s SEASON
Quantum

MAKE A PLAN

Awmer‘v s»hciuld (:‘reme an emergency plan and/or checklist N R i S k assess m e nt: Wh e n to a Ct?

CREATE A GO-BAG

e mplr hodf e s con i E m b e d d e d perspe ct | ve

Additonal clothes
Personal documents

T - PQC performance

KNOW YOUR WING

GUIDANCE - High-assurance implementations

Whether preparing for a hur e uating know your
wing or installation's guidance. Routinely check for updates
from leadership and maintain communication with your chain
of command

RECOGNIZE WARNINGS &
ALERTS

Have several ways fo receive alerts. Download real-time
alert apps. Sign up for community alerts in your area and be
aware of the Emergency Alert System (EAS) and Wireless
Emergency Alert (WEA)- which requires no-sign up.

STAY SAFE

Practice good hy e and safety measures during any part
of a hurricane evacuation or impact. Keep family
considerations in mind and don't be afriad to contact
leadership for guidance.
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1998: 2018:
2 qubit 72 qubit

2006: 1
2 qubit

it Google Al Blog

The latest from Google Research

Quantum Supremacy Using a Programmable Superconducting

Processor
Wednesday, October 23,2019

China Stakes Its Claim to Quantum Supremacy

Google trumpeted its quantum computer that outperformed a conventional supercomputer. A Chinese group says it's done the same, with different
technology.

2020: Quantum
Supremacy #2

2019: 2021:
Quantum 127 qubit

Supremacy
#1

IBM Unveils Breakthrough 127-Qubit Quantum Processor

- Delivers 127 qubits on a single IBM quantum processor for the first time with breakthrough packaging technology

- New processor furthers IBM's industry-leading roadmaps for advancing the performance of its quantum systems
- Previews design for IBM Quantum System Two, a next generation guantum system to house future quantum processors

Nov 16, 2021
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POST-QUANTUM CRYPTO STANDARDS ARE COMING
IT DOESN'T MATTER IF YOU BELIEVE IN QUANTUM COMPUTERS OR NOT




POST-QUANTUM CRYPTO STANDARDS TIMELINE

Fall 2016: 2024: NIST
Call for Jan 2019: Oct. 2020: Standard is
proposals Round 2 SP 800-208 released
Nov. 2017: July 2020: March 2022:
Deadline for Round 3 Winners
submissions

NIST Special Publication 800-208

We are here

Recommendation for Stateful
Hash-Based Signature Schemes

. Products need to support
DS:L‘:Q? 'c(.:?ao;f’:.: PQC standard

Quynh H. Dang
Michael S. Davidson
Morris J. Dworkin
Carl A. Miller

4 INK




POST-QUANTUM CRYPTO IS ON THE HORIZON

COMMUNICATION
AUTOMOTIVE INDUSTRIAL & IOT MOBILE INFRASTRUCTURE

70% connected loT Edge & end nodes from Tagging 60B products per Secure anchors &
cars by 2025 6B units in 2021 year by 2025 services for
to 12B units in 2025 40B processors

What is the impact on the billions of embedded devices?

1. Source: NXP, Strategy Analytics, Evercore, Ericsson, IDTechex, PUBLIC 5 m



TYPICAL EXAMPLES

Automotive

New platform designed now will likely enter the
market after 2024 and remain in use for many
years

(Industrial) loT

Devices sold now need to be able to support the
new PQC standard in 2024: crypto agility

Many embedded loT platforms M@
are resource constrained: LPCS00
4-16 KiB memory

” N



SIGNATURE VERIFICATION - ECC VERSUS PQC
Academic figures on ARM Cortex-M4

VERIFY - PERFORMANCE (1073 CYCLES) VERIFY - MEMORY (KIB)

1265
6

ED25519 DILITHIUM-3 DILITHIUM-3 (SMALL) ED25519 DILITHIUM-3 DILITHIUM-3 (SMALL)
ypical crypto operation: signature verification ETm—— 4000
- Secure boot ST = =

- Secure (over-the-air) update UbliC ey
Signature 64 3293

Ed25519 numbers from Fujii, Aranha. Curve25519 for the Cortex-M4 and beyond. In LatinCrypt 2017



SIGNATURE VERIFICATION - ECC VERSUS PQC
Academic figures on ARM Cortex-M4

VERIFY - PERFORMANCE (1073 CYCLES) VERIFY - MEMORY (KIB)

56.6

2692

1265
6

ED25519 DILITHIUM-3 DILITHIUM-3 (SMALL) ED25519 DILITHIUM-3 DILITHIUM-3 (SMALL)
ypical crypto operation: signature verification ETm—— 4000
- Secure boot ST = =

- Secure (over-the-air) update UbliC ey
Signature 64 3293

Ed25519 numbers from Fujii, Aranha. Curve25519 for the Cortex-M4 and beyond. In LatinCrypt 2017
Dilithium-3 numbers from Abdulrahman, Hwang, Kannwischer, Sprenkels: Faster Kyber and Dilithium on the
Cortex-M4. Cryptology ePrint Archive, Report 2022/112 8



SIGNATURE VERIFICATION - ECC VERSUS PQC
Academic figures on ARM Cortex-M4
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ED25519 DILITHIUM-3 DILITHIUM-3 (SMALL) ED25519 DILITHIUM-3 DILITHIUM-3 (SMALL)
ypical crypto operation: signature verification ETm—— 4000
- Secure boot ST = =

- Secure (over-the-air) update UbliC ey
Signature 64 3293

Ed25519 numbers from Fujii, Aranha. Curve25519 for the Cortex-M4 and beyond. In LatinCrypt 2017
+  Dilithium-3 numbers from Abdulrahman, Hwang, Kannwischer, Sprenkels: Faster Kyber and Dilithium on the

Cortex-M4. Cryptology ePrint Archive, Report 2022/112 9
* Bos, Renes, Sprenkels: Dilithium for Memory Constrained Devices. Cryptology ePrint Archive, Report 2022/323



IMPLEMENTING CLASSICAL CRYPTOGRAPHY

Security [ A
Asymmetric Hardware
| Accelerators
NI N Somenetic racovare BRjyiht AES.s  SHA.s
Information Technology Laboratory Accelerators L RN . : :
COMPUTER SECURITY RESOURCE CENTER Secure Memory ; ;
v | Random Number A A
| Generators
FIPS 1865 (Drafy S32G2 automotive
Digital Signature Standard (DSS) processor spec ECCc RSAc AESc SHAc RNG.c
\,\ |
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Category: Informational Verisign - - m - = =
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November 2016 Symmetl’iC CPU RNG

PKCS #1: RSA Cryptography Specifications Version 2.2

1. https://www.nxp.com/products/processors-and-microcontrollers/arm-processors/s32g-vehicle-network-processors:S32G-PROCESSORS 10 4

” N



IMPLEMENTING POST-QUANTUM CRYPTOGRAPHY

NIST

Information Technology Laboratory

» For the lattice KEMs, the main decision will be Kyber/NTRU/Saber
COMPUTER SECURITY RESOURCE CENTER » Similarly for lattice signatures, the main decision will be Dilithium/Falcon

-- Dustin Moody (NIST R3 Status Update)

PROJECTS

Post-Quantum Cryptography rqc

iy How can we use the
Project Overview contemporary co-
o, Full et conos found 1 he o cusmtum rspogranmy ssmdarsmtonsoge, processors?
Bigint
NIST Special Publication 800-208 :
!
. [ AREN]] nnnnna
Recommendation for Stateful XMSS = = - -
Hash-Based Signature Schemes __—, poa [~ = S - =
[ ARRN]] nnnnna

David A. Cooper .
Daniel C. Apon Symmetl’IC CPU RNG
Quynh H. Dang
Michael S. Davidson
Morris J. Dworkin
Carl A. Miller
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REUSING EXISTING COPROCESSORS

Approach Core Structure Size
RSA Modular multiplication (Z/nZ)* n is 3072-bit
ECC Elliptic curve scalar E(F,) is 256-bit

multiplication Y p
, Polynomial n q is 16-bit
HEEE multiplication (Z/qD)IX]/ (X" + 1) nis 256

Lattice cryptography uses 16-bit coefficients, how to use our bignum coprocessors?
Proposal from [A] for 128-bit coprocessors

Pack multiple 16-bit coefficients in large 128-bit register

Ensure sufficient “space” is reserved to avoid overflow

[A] Albrecht, Hanser, Hoeller, Poéppelmann, Virdia, Wallner: Implementing RLWE-based schemes using an RSA co-processor. TCHES 2019



KRONECKER SUBSTITUTION: POLYNOMIAL MULTIPLICATION WITH INTEGER MULTIPLIERS

Polynomial domain Grundziige einer arithmetischen Theorie der

algebraischen Grossen.
(Von L. Kronecker.)
(Abdruck einer Festschrift zu Herrn E. E. Kummers Doctor-Jubildum, 10. September 1881.)

f=1+42x+3x%+ 4x3

g =5+ 6x + 7x? + 8x3
x

fg =5 + 16x + 34x% + 60x3 + 61x* + 52x° + 32x°

Kronecker domain (with evaluation point 100)

£(100) = 4030201

g(100) = 8070605

4
fg(100) = 32526160341605

| ]
” N
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REUSING EXISTING COPROCESSORS

q is 16-bit

Polynomial (Z/qDIX]/X"+1) . 256

Lattice multiplication

Can we do better?

» Exploit ring properties: Combine Schdonhage-Strassen with Kronecker

* Use the roots of unity modulo X™ + 1 to construct fast symbolic NTTs
(as in Nussbaumer)

*Harvey. Faster polynomial multiplication via multipoint Kronecker substitution. J. Sym. Comp. 2009.
New: Bos, Renes and Vredendaal: Polynomial Multiplication with Contemporary Co-Processors: Beyond
Kronecker, Schénhage-Strassen & Nussbaumer. USENIX Security Symposium, 2022.

Kronecker 1 x 8192-bit multiplication 4096 x 128-bit multiplications
Harvey* 2 x 4096-bit multiplication 2048 x 128-bit multiplications
Harvey* / New 4 x 2048-bit multiplication 1024 x 128-bit multiplications
New 8 x 1024-bit multiplication 512 x 128-bit multiplications
New 16 x 512-bit multiplication 256 x 128-bit multiplications

14 N



RUNNING PQC ON EMBEDDED DEVICES

Key sizes
* Many current embedded devices struggle with RSA-3072 keys
- PQC is order of magnitude larger

Performance
* Not always as bad as people think.
-> Dilithium verification (secure boot, update) “only” 1x — 3x slower
* Notable disadvantages: variable signing time in Dilithium:
probability run-time twice as slow than average is 14 percent
» Possibility to re-use existing hardware to accelerate lattice-based

crypto
Memory usage

* Many schemes use a lot of stack by default (50 — 100 KiB).
- Dedicated techniques needed

15 Pad




RUNNING PQC ON EMBEDDED DEVICES

Key sizes
* Many current embedded devices struggle with RSA-3072 keys
- PQC is order of magnitude larger

Performance
* Not always as bad as people think.
-> Dilithium verification (secure boot, update) “only” 1x — 3x slower
* Notable disadvantages: variable signing time in Dilithium:
probability run-time twice as slow than average is 14 percent
» Possibility to re-use existing hardware to accelerate lattice-based

crypto

Memory usage
* Many schemes use a lot of stack by default (50 — 100 KiB).
- Dedicated techniques needed

What about high security implementation?
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FO-CALYPSE
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High-assurance implementations

4 A
Plaintext / Ciphertext Ciphertext / Plaintext s
gl "

3 Passive: | . ) Active:
+ Time . S+ * Inject faults

* Modify hardware

.', *+  Power "
* * EM radiation P * Modify environment

Use meta-information to extract information about the key used in
your target platform / product. Many powerful techniques:

fault injections, simple power analysis, differential power analysis, correlation
power analysis, template attacks, higher-order correlation attacks, mutual
information analysis, linear regression analysis, horizontal analysis, etc

PUBLIC 18 m



High-assurance implementations

4 A
Plaintext / Ciphertext Ciphertext / Plaintext
& n
Passive: ) Active:
+ Time ' Inject faults
Power Modify hardware .
EM radiation Modify environment ot

.
0000000
ooooooooooooo

. e *
00000000000000

It took many years to find secure and fast protections for
RSA + ECC - still cat-and-mouse game

What about Post-Quantum Cryptography?

PUBLIC 19 m



THE SCA PROBLEM OF THE FO-TRANSFORM

The Fujisaki-Okamoto (FO) transformation (or slight variants) underlies the IND-CCA security of many KEMs, e.g.:

Crystals-Kyber {  NTRU-prime : BIKE
Saber : Fligele- : HQC
Exemplary Decapsulation:
O — CPA_ : > P —> CPA. . C —
Decryptioci Encryption
Attack Target

| ]
” N



THE SCA PROBLEM OF THE FO-TRANSFORM

Attack 1: Chosen Plaintext

- Attacker inputs only valid ciphertexts

CPA : cPA

C ——> ) > P —p ) — C —
Decryption Encryption

| ]
” N



THE SCA PROBLEM OF THE FO-TRANSFORM

Attack 1: Chosen Plaintext

- Attacker inputs only valid ciphertexts

Known

by attacker

CPA :

CPA

Decryption Encryption

Valid

Ciphertext

ey O e

| ]
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THE SCA PROBLEM OF THE FO-TRANSFORM

Attack 1: Chosen Plaintext

« Attacker inputs only valid ciphertexts

. Attack focuses on CPA Decryption, everything after (and including) [ P is public
» Only need to protect CPA Decryption

Sensitive
1 Known

[ |

by attacker

CPA : CPA [

C —» ] > P —> i — C —p| ==
Decryption Encryption

Valid

Ciphertext

| ]
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THE SCA PROBLEM OF THE FO-TRANSFORM

Attack 2: Chosen Ciphertext

« Attacker inputs specially-crafted invalid ciphertexts

CPA : cPA

C ——> ) > P —p ) — C —
Decryption Encryption

| ]
” N



THE SCA PROBLEM OF THE FO-TRANSFORM

Attack 2: Chosen Ciphertext

« Attacker inputs specially-crafted invalid ciphertexts

Leaks

about :

CPA : CPA
Decryption Encryption

PK

Invalid

Ciphertext

ey O e

| ]
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THE SCA PROBLEM OF THE FO-TRANSFORM

Attack 2: Chosen Ciphertext
« Attacker inputs specially-crafted invalid ciphertexts
. Attack focuses on CPA Decryption + everything after (and including) ' P is potentially sensitive

+ Potentially all (or most) modules need to be hardened

Sensitive Sensitive

A oo | A
l . \

CPA : CPA [

C —» ] > P —> i — C —p| ==
Decryption Encryption

Invalid

Ciphertext

| ]
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THE SCA PROBLEM OF THE FO-TRANSFORM

@ Why is it bad?

i Millions of Points of Interest (Pol)

Most recently at TCHES-2022:
Masked Kyber / Saber is broken with only 15k traces.

|
Curse of Re-encryption: A Generic Power/EM
Analysis on Post-Quantum KEMs

Rei Ueno"®?, Keita Xagawa®, Yutaro Tanaka'?, Akira Ito"?,
Junko Takahashi? and Naofumi Homma'*?

PUBLIC 27 m




CASE STUDY: UNPROTECTED KYBER

107

1081
1074
1064
1074
101
10% 4
1074
104

10V

KC-SCA
CC-SCA

N -
\\ \\ / -
~ ~. /]
\\ N / -----
\
<
Noise Level

Known Ciphertext

Chosen Ciphertext
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CASE STUDY: UNPROTECTED KYBER

Number of Traces
for an Attack

107

1081
1074
1064
1074
101
10% 4
1074
104

10V

\\
\\

S
\\ \

/

KC-SCA
CC-SCA

High(er) Noise

Low Noise
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CASE STUDY: UNPROTECTED KYBER

1M Threshold
2,

107

1081
1074

106

1074
101
10% 4
1074
104

10V

~
\\

\\
\\

KC-SCA
CC-SCA

High(er) Noise

Low Noise
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CASE STUDY: UNPROTECTED KYBER

10°
108-
107_
106_
105_
104_
103_
102_
101_

NG

KC-SCA

10V

- Unprotected Kyber is (unsurprisingly) not sufficient for both noise levels

- There is a gap of roughly x100 between the attacks for high(er) noise

@ Can this be overcome through masking?

31
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CASE STUDY: MASKED KYBER

Split variables into d shares.
Higher d = Higher security + Increased cost

Pre-Quantum: Certified industrial solutions d = 2-3

1030

1027-
1024_
1021_
1018_
2: 1015_
1012_
109_

106

103_

10V

Low Noise

KC-SCA

2 4 6 8 10 12

d

14

Number of Shares

32
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CASE STUDY: MASKED KYBER

Split variables into d shares.
Higher d = Higher security + Increased cost

Pre-Quantum: Certified industrial solutions d = 2-3

For low noise:
« Known ciphertext =» d =6
« Chosen ciphertext =» d =8

For high(er) noise:
« Known ciphertext = d =2
« Chosen ciphertext =» d = 3

1030
1027
1024
1021
1018
= 10"

Low Noise

KC-SCA
CC-SCA

33 INK



SURVIVAL STRATEGIES

Higher-Order Masking

Case Study: Higher-order masked Kyber (M4) from [BGR+21]

Overhead compared to unprotected (d=1):

d=2 d=3 d=4 d=5 d=6 d=7

3.5x 64x 110x 197x 293x 397x

34




SURVIVAL STRATEGIES

Higher-Order Masking

Case Study: Higher-order masked Kyber (M4) from [BGR+21]

Overhead compared to unprotected (d=1):

d=2 d=3 d=4 d=5 d=6 d=7

3.5x 64x 110x 197x 293x 397x

T High(er)
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SURVIVAL STRATEGIES

Higher-Order Masking

Case Study: Higher-order masked Kyber (M4) from [BGR+21]

Overhead compared to unprotected (d=1):

d=2 d=3 d=4 d=5 d=6 d=7
N/A*
3.5x 64x 110x 197x 293x 397x
— High(er >
— gh(er) > Low

* For this specific
implementation + board.

Requires further stack
usage optimization.

Leakage caused by the FO significantly increases
deployment costs of affected KEMs

36 x




SURVIVAL STRATEGIES

Alternative Solution: Encrypt-then-Sign KEM
Replace FO check by signature verification for some use cases

+ Uses less shares because no FO leakage

- Verification only with public values (no SCA protection)

37



SURVIVAL STRATEGIES

Alternative Solution: Encrypt-then-Sign KEM
Replace FO check by signature verification for some use cases
+ Uses less shares because no FO leakage

« Verification only with public values (no SCA protection)

Example: Kyber + Dilithium

350 oo R
W
2501 [ ] '
200 -
150
100 -

—_

Speed-Up
~10x

Performance (MCycles

wu
o
1

o
4
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CONCLUSIONS

Irrelevant if the quantum threat is real or not
New PQC-Standard are coming!
- Post-quantum crypto is already being requested

For embedded platforms challenges in terms of
- Performance, memory and key-sizes

- How to efficiently achieve protection against sophisticated
side-channel attacks?

v Think about migration paths now

v Exciting times to work on crypto & security solutions!

CONTACT: PQC@NXP.COM | NXP.COM/PQC

[ ]
” N
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THANK YOU.

QUESTIONS?

SECURE CONNECTIONS
FOR A SMARTER WORLD
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